Computer Security Matters Answer Sheet
Knowledge Check
1. Which of the following features is a common sign of a phishing email? The sender’s address is slightly misspelled
2. Which of the following is a reason why phishing attacks are increasing in remote work environments? Attackers can exploit less secure home networks
3. A company experiences a data breach after an employee clicks a phishing link. Which of the following factors most likely contributed to the attack’s success? The employee had not received recent phishing training
4. An employee receives an email that appears to be from IT, asking them to confirm their username and password to 'avoid account suspension.' What should they do? Verify the email sender and contact IT through official channels
5. True or false: Using multi-factor authentication means you no longer need to create strong, unique passwords for your accounts. False

Quiz
1.  Which of the following is the best example of a common phishing tactic? Creating a message that appears to come from a trusted source and asks you to click a link
2. An email claims your account will be disabled unless you sign in immediately using the link provided. Which warning sign is most clearly present? Urgency or threatening language
3. Which detail should you check first when deciding whether an email may be phishing? The sender’s full email address and domain
4. Why do attackers often target organizations instead of only individuals? Organizations may provide access to sensitive data, systems, money, or many users at once
5. A text message says there is suspicious activity on your work account and asks you to tap a link to confirm your password. What type of phishing is this most likely to be? Smishing
6. A caller claims to be from IT and asks you to read back a multi-factor authentication code. What is the safest response? Refuse to share the code and verify the request using a trusted contact method
7. Which of the following is a sign that phishing threats are evolving?  Use of multiple channels: email, texts, calls, QR codes
8. You receive an unexpected invoice request that appears to come from a senior leader and ask for urgent payment to a new vendor. What should you do? Verify the request through a separate trusted channel and follow approval procedures

